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B Problems of policy

-- B SELinux Policy Editor
B Problem

B Summary
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Problemsrofpolicy
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FopIemSsR=CoRgUrARE POIICY.

H Type label

B Too many configuration elements
B Text-based
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- Broblem: lype label

HitachiSoft

Not human friendly

-~ B Can not remember type-file relationship

B Conflict situation

/var
var t

Example of conflict

/var/ www
var t

[ New type
—

/var/run
run t

‘some t can read under /var :allow some ¢ var t file:{read}

some_t can not newly labeled file
To add policy 1s necessary
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roblems.(cont)

W
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00 many configuration elements
Object class, access vector, macros

[0 Object class about file:7
[0 Access vector about file: more than 17
[0 More than 100 macros..

[0 user A roles B;

B “Attribute” makes things more complicated
®m RBAC is hard to understand
[0 role B types C;

B Hard to understand why role B types C is necessary?
B Text based

SELinux is difficult for beginner
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-~ HW setools by Tresys Technology
B Features to analyze policy

B Editing policy is text editor based

B polygen by MITRE
B Generate policy from strace

Difficult for beginner
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SELinux*Poliey Editor
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- Problems Our approach
s N e o
® Type label B Simplified policy language
B Hide type
® Many config elements B Reduced elements
B Text-based " GUI
N AN /

Tool for SELinux beginner
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User

(1) Access

SELinux

SELinux Policy Editor

‘ 2) Edit o
Simplified
GUI

Language

1 (3) run (4) convert

-
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Main feature
-~ B Hide type

B Integrated object class, access vector
m “global” domain

B Simplified RBAC

B Others

B Domain transition support
B File type trans support
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ymple:

Allowing httpd_t to access under /etc/httpd and TCP 80

domain Aittpd ¢,
allow /etc/httpd r;

allownet -tcp -port 80;

In normal SEL1nux policy language
we must label /etc/httpd and tcp 80
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mple

Original

Our language

fifo_file

7 file related object classes only “file”
file dir Ink_file chr_file blk_file sock_file

4 access vectors
read getattr ioctl lock

7

only “r(read)

Object classes are integrated into following
-file, network, IPC, terminal,
special files(proc,tmpfs), admin
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(4)__global™ domaims  =lElIEk

Domain: “global”
B Inherited by all domains
Example:

{ domain global;
deny /etc/shadow; }
{ domain foo_t;
allow /etc r; }

-> foo_t can not read /etc/shadow, but can read others in
/etc.

-> To access /etc/shadow describe “allow /etc/shadow r”

B Convenient to protect important resources
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Simplified REAG/ IR

riginal RBAC
user A types B
B role B types C
B Simplified RBAC
B no “role B types C’
B only “user A roles B”
B Example: webmaster_r role

role webmaster_r; ....define webmaster_r role

user webmaster; ....webmaster can use this role
domain_trans login_t /bin/bash ....login_t uses RBAC

allow /var/www r,w; ....webmaster_r can r/w /var/www

15
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Domain transition
B Example: from initrc_t to httpd_t
domain httpd_t;

domain_trans initrc_t /usr/sbin/httpd;

B File type trans
B We could not hide type here..

domain httpd_t

allow /etc exclusive etc_runtime_t;
Equivalent to

“file_type_auto_trans(httpd_t, etc_t, etc_runtime_t)”
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Main procedure

1. generate type label using resource name

2. Output SELinux config language

B “allow” statement

B relationship between resource and type

17
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Cd Language
domain two t;

— in one_t;
‘lallow /var r; allow /var/www r;
Generate type
/var : var t
SELinux Policy /[var/www :var www_t
/ 29 \
allow” statement

allow one_t var_t file:r file_perms;

allow one t var www t file:r file permss=— : .
’E)r child directory
,//

allow two_t var_www_t file:r dir perms;

...same “allow” for other 6 object classes

18

/var/(/.*) system u:object r:var t

/var/www(/.*) system_u:object r:var www_t
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-~ W Edit simplified language
B Implemented as Webmin module
O http://www.webmin.com/

[0 User can administrate system from web browser
B Features

[0 Edit access control of file, network etc.
[0 Domain trans
[0 RBAC

[0 Template

19
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 Mainmenu________ HitachiSoft

iGunfiguratiun of 5ELinux - Mozilla Firefox
e REE RTW BEhE edv-DE WD ATHH

@E-o -5 ER) [ ntto//192:1680101:10000/selinux findexcce v| @ =8 G, |

D Mozilla Firebird Help :_'E- Mozilla Firebird Support Plug=in F &

I@Gunfiguratiun of SELinux l m

==r= - Configuration of SELinux

SELini SELing
Confimue ACL{Access Control List) Confimare dotnain transiiion Eelattonship between user and role
SELini SELini SELini
Create new domain'role Dielete domainrole Todate confiouration

« Eetun to Home

dit
iy
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\ ACL menu_________ HitachiSoft

w Domain menu - Mozilla Firefox L_-]w

ZrLE) REE &TW @G hiv-bE w-liD AT &

@-o -5 0 [ ntto/1921680101:10000/selinu v | © ##h |[CL |

D Maozilla Firebird Help %= Mozilla Firebird Support Plug—in FAG

Fg.r Domain menu I m

(]

Configure
ACL(Access
Control List) Apache

ACL Configuration of httpd_t

back to menu

Domath vou want to configure

| hitpd t M|
File ACT,

Metwork ACT.

21
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i Domain menu - Mozilla Firefox u@m

LR REE FTN #B8E  Yuiy-hE v AT

&-- -5 €00 [ ntt//192188.0.101:10000/sslinuc/domain menuhtrm \v| © 80 [CL |

D Mozilla Firebird Help :: Mozilla Firebird Support Plug—in F A

[éw Domain menu ]

C[}nfigure m Current domain httpd t:Current directory dvarfwrwwnumber of files (6

ACL(Access =

Cﬂlltl'[}l LiSt) [ All configured files ]

back to memy r w x s inherited hy child directory

Domatn you want to configure scaul OO ©yes One
cgl-bin Ol ® yes Cro

[hitedt (o] o @O0 F Oyes o

Eile:NET 3 htral F F ® yes Ono
icons OO ® yes Ono
manual [ [0 [0 ® yes Ono

IPC ACL usage F ® yes Cno

il vl Bl s

i —_—

I Al I | [ define dvnamic labeling

Tmpfs filesystern ACT, v] i

ET
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i Domain menu — Mozilla Firefox uLﬂJ

ZrillE) REE FTOA FEENGE whe-hE w-lm s H

. . S http/A821F ——3 ## [C

QE E> % @ ID— GGunfig view — Mozilla Firefox uml? ID |

[ Mozilla Firehird Help %= Mozilla Firebird Support

[éw TR ] Domain which can access fravfwrarwnhtml

C[}Ilﬁglll‘ﬂ w Eoot [ show all domains ] warwmamber of files (6 _

ACL(Access =

C t( [ List domain r w x £ inherited hy child directory

ontro 15
) anacron_t [ [J [J ® ves Ono

bacl httpd t F F ® yes Ono ctory
secadm r [ [0 ok ® O

Doman you want to configure - . ne S
slocate_t OO O ok ®yes Oneo

| hitpd_t [2e] sysadm v [ [ [ ok @ yes One

File ACT = webrmaster 1 ] ® yes Ono 3
webmin t [ [0 [0 ok ®vyes Ono

Metwork &CT.

[PC ACL

Y AT —
T

- ; T apply
T il AT | [ define dynamic labe ling
Trnpfs flesystern ACT v e -

i
.11
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EDumain menu — Mozilla Firefox ; E

LB REED #TAD EEG

Tulg-AEr W= AJLH

G- -5 ) [ nttov//192168010110000/5e i/ [ v © #3581 [[GL |

D Mozilla Firebird Help :_‘ Mozilla Firebird Suppart Plug-in F &2

l»éw Domain menu l m
]
Configure
1| Network ACL of httpd_t
ACL{Access Pe_
Control List) Element allowed in global domain is readonly
back to mem allow networl socket
[ allow raw socket
Diomain you want to configure
reserve well-known port
httpd.t [ae] || TCP{s0 443 |
_ || UDPis0 443 |
File ACT,
all unreserved well-known ports
Hetworlk ACT Ctep Cudp
[PC ACL reserve port reserved by other domain
TTT ACT tep: (D22 (23 [J25 068 111
udp: 168 [J111
Misraive ACL |
Proc filesyatern ACT,
Tiafa fileawatern AT M
T
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Domain Trans Configuration - Mozilla Firefox

FrILE REE FTON  IBEhE  ehv-hiEy W=D AULTHH

@a-o -5 ER) [ hiie://192162.0101:10000/selinux/domeain trans htm v| © =@ (G, |

D Mazilla Firebird Help :.i' Mozilla Firebird Suppart Plug=in F &G

[éw Domain Trans Gonfiguration ] m
[ -
Configure domain transition change transition
back to menu domain name
O add new transition ® change transition
httpd t
kernel ¢ | Cotmnent
|indt t
| | o i |P|pac:he
| | lognt parent dornain
| | |secadm r =
frc t
| | sysadm r e
| | |legrotate t entry podnt
|| | [mount ¢ |fusrfsbinfhtt|:-d
| | | |pewrole t
|| | | |syeadm r----> [ delete this transition
|| | | fuser «
|| | | | newrolet—--—-=>
| | | |webmaster ¢
| | [httpd ¢
|| | |newerole t---->
|| | lrun it t
| | | mitre t
| | |anacren t
1 | | 1 1 11 Fy - M
ET
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k|

U Relationship between user and role - Mozilla._. |; ”! |E

JrUE REE FTA BEGE ebey-a|r w-m Al

@ D &0 Qlwmes G

D Mozilla Firebird Help :_‘ Mozilla Firebird Support Plug-in FALG

|-5'§,r Relationzhip between uzer and role | E

Relationship between user and role

back to menu

UEEr natme: vnakam E]

allowed role; user r sysadmr  add:

default role] userr v SECﬂjm_r
syzadm ¢

user_r
apply webmaster ¢

26
Copyright © 2005 Hitachi Software Engineering Co., Ltd.



HitachiSoft

‘.Dumain menu — Mozilla Firefox
I RRE Fmld BEh@ w2l WD ANTHH)

@-o -5 ) [ ntte//152.188.0.1 0110000/ sslinux/domsin menuhtm v| © =8 [CL |

D Mozilla Firehird Help : Mazilla Firehird Suppart Plug=in FAQ

Iéw[)umain menu l m
|
Configure Apply template to httpd_t

ACL(Access

Control List) ERLT tetnplate comment
admin_template Thiz gives access rights for Admimstrator.

back to mem allewr_shell ternplate Thiz gives access rights to use shells.

. This gives access rights for dasmon derived from
Domaim you want to configure

' httpd_t ]

mmetd.

This revolkes access rights to use commands.

deny_shell template This revoles access rights to use shells.

M MMM ™ WM™
|

File ACL uze_all commands template This gives access rights to use all commands.
7 This gives access rights to use commands except
Metwork ACT, uze_bin commands teraplate 7,
T e = for “fshin" commands.
IPC ACL [l user template This gives access rights to be normal user role.
A El
o o
Proc fllegystern ACT,
Tropts flesystem ACT
Apply ternplate 27
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\ History, of SELinux.Policy, Editor i zi-

Developed by Hitachi Software.
-~ B First public release on 2003/1/31 by Hitachi Software
At http://www.selinux.hitachi-sk.co.jp/en

English and Japanese support
Only for 2.4 based SELinux

B Patch by Japan SELinux Users Group
B Work on Fedora Core2
[1 Mostly Mr. Takefumi Onabuta’s contribution
B patch to original version
B Future maintenance will be by SELinux Users group
B In summer, we will have time
[J But stop development from now to May.

28
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http://www.selinux.hitachi-sk.co.jp/en

duced Security
-~ W Effect of integrating object classes, access vector
-~ [0 Example:File access vector

m only s(getattr), r(read), w(write), c(create)
m Does not support “append”

[0 Syntax that supports detailed configuration is needed

B Can not use default policy
B SELinux policy->Simplified policy is not supported
B Policy packed with SELinux Policy Editor supports limited daemon
[0 httpd, sshd

[0 We have to prepare policy for other daemons

B Maintenance

B Compiler must be modified to support new version of SELinux
[0 Access vector, object class are changed

29
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‘audit2allow” feature
B Detailed config moc

B Converter SELinux
language

® will be difficult..

e

holicy -> Simplified

B Conditional Policy Extension support
B Improvement of usability

Copyright © 2005 Hitachi Software Engineering Co., Ltd.
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»_Downloading and.installing

HitachiSoft

You can download latest version

B http://prdownloads.sourceforge.jp/sel
pe/13437/SELPE jselugpatch.tgz

B Extract and read “READMFE”

31
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http://prdownloads.sourceforge.jp/selpe/13437/SELPE_jselugpatch.tgz
http://prdownloads.sourceforge.jp/selpe/13437/SELPE_jselugpatch.tgz

HitachiSoft

Complexity of SELinux policy
B Type-label

B Too many elements

B Text-based

B SELinux Policy Editor
B Resolve the complexity of SELinux by
0 Simplified language
[0 GUI

32
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'rgmr;: ramehte HitachiSoft

- B Mr. Takefumi Onabuta
B Development of patch for FedoraCore2

B Dr. Jonathan Stanton, GWU
B Advice for abstract
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DIGITAL&GLOBAL

=VAI]
HitachiSoft
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