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Apache

Apr 21 13:31:15 host_xx kernel: ave: denied { execute} for pid=987
exe=/usr/sbin/httpd path=/bin/sh dev=08:01 ino=962840

scontext=system u:system r:httpd t tcontext=system_u:object_r:shell exec t class=file

webmaster

Apr 21 13:31:15 host_xx kernel: ave: I anted { write } for pid=987 exe=/bin/vi
path=/var /www/html/index.html dev=08:01 ino=962840

scontext=\WEDMast er :webmaster r:webmaster t
tcontext=system u:object r:web_contents t tclass=file
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allow
allow httpd t web contents t:file{ read };

v RN

f

allow httpd_t:port_t tcp_socket name_bind;
Can—network(httpd—t) ) allow httpd_t:port_t udp_socket name_bind,;

"

13 allow

[var/iwww(]/.*) system u:.object_r:web contents t
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/var
var t

/var/www
var t

[ /var/run
o runt
somet /var reed allow somet var t:file{read}
some t
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domain httpd_t; httpd_t

allow /etc/httpd r; /etc/httpd
TCP80

allownet -tcp -port 80;

file dir Ink file chr_file blk file sock file fifo file

read getattr ioctl lock

All Rights Reserved Copyright(C)2003 Hitachi Software Engineering Co.,Ltd.




SEL 1nux

SEL inux

alow

All Rights Reserved Copyright(C)2003 Hitachi Software Engineering Co.,Ltd.



domain orne ft; domain two ft;

allow fvar r; allow fvar/www r;

[var var t
[var/www var www _t

allow one_t var_t:file r_file_perms;

e

alow

allow one_t var ww_t:file r_file_perms.—

allow two_t var www_t:file r_dir_perms;

6 allow

/var(/.*) system u:object r:var_t

/var/www(/.*) system u:object r:var www_t

All Rights Reserved Copyright(C)2003 Hitachi Software Engineering Co.,Ltd.



GUI

IRTEMN A4/ httpd_t IRTEOQ T AL 7R fvarfwew

. T+ 2RI

r w X E

cgi—hin W T W VM Cro &vyes
htrml M T T W Tho #yes
icons M T T W Tho #yes

=10] x|
Svarfwenn/ html (27 22 0 gErdl A"

domain F WX S

wehmaster r 0 -
httpd t - -0

All Rights Reserved Copyright(C)2003 Hitachi Software Engineering Co.,Ltd.




SELnux Policy Editor

m SELinux Policy Editor

<
GUI)
||
2003 1 «
2003 5 B

All Rights Reserved Copyright(C)2003 Hitachi Software Engineering Co.,Ltd.


http://www.selinux.hitachi-sk.co.jp/

/

All Rights Reserved Copyright(C)2003 Hitachi Software Engineering Co.,Ltd.



SEL 1nux

SEL 1nux

2001 SEL1nux
2001708 IPA ( )
2001/10 LinuxWorld SELINnux
2002705 LinuxWorld SELInux
2002710 IPA ( )
2003/01 (http://www.selinux.hitachi-sk.co.jp/)
2003/01 SELinux Policy Editor a GPL
2003702 net&com2003
2003704 Linux5 0S
2003/05 SELinux Policy Editor f3 GPL

L]

m SELINux

m SELINux

All Rights Reserved Copyright(C)2003 Hitachi Software Engineering Co.,Ltd.




Secure Webmin
LinuxWorld Expo/Tokyo 2002
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