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Linux
— http://www.nsa.gov/selinux/
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allow
allow httpd t web contents t file:{ read };

v RN

f

allow httpd_t port_t:tcp _socket name_bind;
can_network(httpd_t) ) allow httpd_t port_t:udp_socket name_bind,;

"

13 allow

[var/iwww(]/.*) system u:.object_r:web contents t
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[var [var/www
var 1 var t
/var/run
var t
some t /var read allow somet var tfile{read}
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/var /var/www
var 1 var t

[ /var/run
_——p= runt

somet /var read

allow some t var t file:{ read}

some t
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domain httpd_t; httpd_t

allow /etc/httpd r; /etc/httpd
TCP80

allownet -tcp -port 80;

file dir Ink_file chr_file blk _file sock file fifo file

read getattr ioctl lock
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domain one t; domain two t;

allow Avar r; allow fvar/www r;

[var var t
[var/www var www _t

allow one t var_t file:r_file perms;

e

alow

allow one_t var ww_t file:r file perms:—

allow two_t var ww_t file:r_dir_perms;

6 allow

/var/(/.*) system u:object r:var_ t

/var/www(/.*) system u:object r:var www_t

All Rights Reserved, Copyright © 2003, Hitachi Software Engineering Co., Ltd.



IRTEMN A4/ httpd_t IRTEOQ T AL 7R fvarfwew

% =101 x|
F w X S FraL b Hvarfween/ htm | (27 T2 0] ge Al A1
1
- domain r wx s
cEr vV Cno fyes wehmaster_r (O O - O
M M T T W Cho 0 Wes ht‘tpd_‘t 'i::' o '::j'
icons M T T VM Cho ®yes

i@.ﬂ%'

All Rights Reserved, Copyright © 2003, Hitachi Software Engineering Co., Ltd.



SEL 1nux

<

-

SEL Inux

<
GUI)

-

SEL 1nux

All Rights Reserved, Copyright © 2003, Hitachi Software Engineering Co., Ltd.



All Rights Reserved, Copyright © 2003, Hitachi Software Engineering Co., Ltd.



	Security-Enhanced Linuxのアクセス制御ポリシ設定の簡易化
	目次
	背景
	目的
	SELinuxの概要
	SELinuxのアクセス制御機能
	SELinuxのアクセス制御ポリシ設定言語
	SELinuxの設定の問題点（概要）
	SELinuxの設定の問題点（１）
	SELinuxの設定の問題点（１）
	SELinuxの設定の問題点（２･３）
	SELinux設定ツールの構成
	中間設定コンパイラ：中間設定言語
	中間設定コンパイラ：変換処理
	中間設定コンパイラ：変換処理（例）
	ＧＵＩの機能
	結論
	今後の課題

